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1. INTRODUCTION

Mobile phones have become a widely used and extremely valuable tool for communicating in today’s business environment.  As a result, there are now virtually no circumstances when staff are out of contact, either directly or via a messaging facility, and both employees and the Company are able to benefit from these improved communications.


The aim of this policy is to set out a framework for the issue of mobile phones to employees and for the use by employees of such phones while on Company business and during non-business hours.  This policy framework is consistent across all the Group’s operating companies and will apply equally to all of them.  


A separate document, attached as an Appendix 1 to this policy, includes guidance on good practice to follow in using mobile telephones.


A further Appendix 2 relates specifically to use by Guards, Senior Conductors and Conductors. 

2. MONITORING

Calls made by mobile phones can often be considerably more expensive than those made by using landlines.  Users should recognise this and use landlines where possible.  


The Company will approve phone charge invoices according to its usual procedures for all other purchases.  Normally this will be by way of authorisation by employees of itemised bills provided or, if more appropriate, by line managers or budget holders, and confirmation that the costs incurred are genuine business expenses.  


Users of company mobile phones should be aware that the Company can monitor mobile phone costs through specific usage reports available from phone companies.  These can identify, for example, call costs by Company and by user, and the destination and duration etc. of calls.


The Company reserves the right to record calls made from mobile phones, and calls to certain numbers, e.g. Control, will be routinely recorded.  

3. PRIVATE USE OF COMPANY MOBILE PHONES

The Company recognises that employees may, on occasion, need to use company phones for personal purposes.  Personal calls made should be limited to what is reasonable under the circumstances, bearing in mind that phones are issued for business use.  The specific arrangements covering the use of the mobile phone for personal calls are set out in Appendix 2.  

4. CONSEQUENCE OF MISUSE

Company mobile telephones are issued as a business tool in the same way that access is given to fixed line telephones.  Some actions connected with the use of mobile phones will be interpreted as misuse of the system including, for example:

· Private or freelance business.

· Gambling.

· Pornography, including calling chat lines etc.

· Conducting political activities.

· Sending, forwarding or replying to offensive or obscene text or other messages or attachments.

· Passing on confidential company information or any other information which could damage the reputation or business interests of the Company, parent company or railway industry.

· Making potentially libellous, untrue or malicious statements.


You should note that the Company regards misuse of mobile phones as an example of misconduct, which may lead to the implementation of the Company’s Disciplinary Procedure.  Depending on the circumstances, serious misuse of telephones may constitute gross misconduct in accordance with the terms of the Company’s Disciplinary Procedure.

5. HARASSMENT

Any individual found to be making or sending hostile, harassing or bullying calls or messages will be dealt with under the Company’s Disciplinary Procedure, which could lead to dismissal.  If you receive such a call or message, you must inform your manager as soon as possible. 

6. POLICY REVIEW

The effectiveness of this policy will be monitored and may be reviewed by the Company at any time.  Updates will be duly notified to all employees authorised to use the Company’s mobile telephones. 

APPENDIX 1

The following represent some principles of good practice in using mobile telephones.  These are intended to allow you to maximise your and the Company’s benefits from the use of these means of communication and should be seen in that light.  In substance, they are not materially different to those, which apply to all other areas of business behaviour. 

1. MAKING EFFECTIVE USE OF MOBILE PHONES
· Employees should be aware of the safety risks and provisions of the law concerning the use of mobile telephones while driving vehicles.  Under no circumstances should drivers of passenger service vehicles make or receive calls on a mobile phone while in charge of a moving vehicle, unless permitted to do so under their standing instructions for emergency situations.

· Outgoing phone calls should be made using a “landline” telephone where available in order to reduce the cost of calls.

· The voicemail facility provided with each phone (if applicable) should be activated by employees and used to receive and collect messages when the employee is otherwise unavailable.

· Where outgoing calls to internal rail network telephone numbers cannot be made using a landline, employees should use the “81”(Vodafone) prefix facility before the seven digit internal telephone number.  It should also be noted that the internal rail network call charges are slightly higher and should not be used unless necessary.

· Employees should be aware that access from company mobile phones to all international numbers and to inappropriate non-business telephone numbers e.g. premium numbers, chatlines, etc, has been barred.  

· There has been much discussion in the media over possible risks to health associated with the use of mobile phones.  In the absence of any conclusive evidence one way or the other as to the existence of these alleged risks, the Company reminds users to limit calls on mobile phones to no longer than is necessary for good business practice and to make use of landlines wherever possible.

2. PERSONAL USE OF COMPANY MOBILE PHONES 

The Company recognises that it may sometimes be necessary or useful for staff to make use of company mobile telephones for personal reasons in the same way that this applies to fixed line office phones.  

Reasonable use of phones for personal reasons is allowed by the Company so long as (i) it does not fall within the categories of misuse set out in Paragraph 5 of the policy document of which this document is an Appendix and (ii) it does not interfere with staff’s duties to the Company.  Any abuse of this privilege (which will be judged by the Company in its absolute discretion) will result in this privilege being withdrawn.  

The Company reserves the right to claim reimbursement for the cost of private calls made in line with the provisions set out in Paragraph 4 of Appendix 2.  

3. SECURITY
Employees are responsible at all times for the security of mobile telephones issued to them.  If a phone is lost or stolen, this should be reported immediately so that the account and unauthorised usage can be stopped. 

Most mobile phones are now equipped with security features including passwords or PIN numbers.  Where available, these should be used to prevent unauthorised use.

APPENDIX 2

Issue of mobile phones to Guards, Senior Conductors and Conductors.

You are to be issued with a mobile telephone complete with charger for the following purpose:

a. To make emergency calls as necessary to ensure the safety of rail operations and passengers.

b. To improve your ability to communicate with Control concerning delays and other disruptions. 

c. So that you can contact the company when returning from sickness absence, leave etc. to check your first turn of duty.

d. To enable you to offer a means of communication to passengers whose journey is disrupted or who have a significant emergency need to contact friends, relatives, etc.

e. To permit fellow traincrew (including drivers, travelling cleaners and At Seat Catering staff) to make company business calls).  (This sub-paragraph to be reviewed after 6 months)

f. To improve your ability to talk with other railway staff, such as station staff, to improve the service to our passengers in respect of advance information, disabled assistance etc.

g. To assist you in performing revenue protection duties where appropriate.

This mobile phone is not issued for the purpose of receiving or making personal calls whilst on duty.  However, in exceptional circumstances, you may take or make a personal call when not performing train safety roles or serving customers. 

Issue and use of mobile phones is subject to the policy attached and this Appendix, however the overriding rule is that it may only be used when safe and never while performing a safety critical activity.

1) Individuals are required to ensure that their phone is functional, charged and switched on during all hours of duty and that the messaging service is used to receive Company communications at all times when the phone is switched off. 

2) The mobile telephone will be used to transmit company instructions and requests and the individual is required to check these daily and acknowledge where asked to do so e.g. a change in rostered shift.

3) The individual will be responsible for the safekeeping of the telephone and ancilliary equipment and prevention of unauthorised use.  The Company reserves the right to pass on any charges for replacement of equipment depending on the merits of the circumstances.

4) The company will permit reasonable private use but reserves the right to monitor usage.  Monitoring will normally take place when total call charges exceed £10 per month.  Obviously where emergencies or unusual delays require that customers are allowed to use the mobile to an unusual degree the norm may be exceeded

5) On leaving the Company the individual will be required to return all equipment in good condition before the agreed leaving date.  The value of any loss or damage may be deducted from any payments due from the company. 
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